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 Dependent on hardware and 
software

 Subject to technology refresh 
cycles

 At risk of loss and storage 
degradation

 File formats come and go
 Vendor abandonment
 Legacy applications and 

successive custodians

“Hardware, software, and file format 
obsolescence risks will haunt us if not taken 
seriously.”

Cheryl McKinnon



 Storage media on which the information resides(removable 
media and fixed hardware)becomes out‐of‐date and 
unusable 

 De‐contextualization or loss occurs due to lack of descriptive 
metadata needed to accurately retrieve information

 Bits and bytes become corrupt over time, rendering files 
unreadable

 Loss of integrity and trustworthiness of business evidence if 
chain of custody is not preserved during transitions

 Software programs and hardware components become 
obsolete or are decommissioned without a preservation plan 
for information that has continuing retention requirements

 Organizational and leadership changes resulting in shifting 
priorities and resources



 “…long enough to be concerned 
with the impacts of changing 
technologies, including support 
for new media and data formats, 
or with a changing user 
community. Long Term may 
extend indefinitely.”
 ISO 14721:2012

 Long‐term, by consensus, came 
out to be anything beyond 10‐15 
years because that is the time‐
frame beyond which they begin 
to lose control of logical and 
physical migration
 SNIA 100 Year Archive Study Requirements Survey, 

January 2007
Poster presented @ ARMA Canada 2015



https://www.phmc.pa.gov/Archives/Records‐
Management/Documents/2019‐Municipal‐Records‐
Manual‐rev‐with‐links.pdf



 Long‐term, error‐free storage of digital 
information, with means retrieval and 
interpretation, for the entire time span the 
information is required to be retained

 Applies to “born digital” content as well as 
content that is converted to digital form 
from paper or film



 Short Definition ‐ Digital preservation combines 
policies, strategies and actions that ensure access to 
digital content over time.

 Medium Definition ‐ Digital preservation combines 
policies, strategies and actions to ensure access to 
reformatted and born digital content regardless of the 
challenges of media failure and technological change. 
The goal of digital preservation is the accurate 
rendering of authenticated content over time.



Available free from 
http://public.ccsds.org/publications/archive/650x0m2.pdf 

 Developed to support formal standards for the long‐term 
preservation of space science data and information assets

 Reference model ‐ not designed as implementation model 
(what, not how)

 Defines an Open archival information system (OAIS) as:
“An archive consisting of an organization of people and systems that 
has accepted the responsibility to preserve information and make it 
available and understandable for a Designated Community.”

 Includes common vocabulary, data models, functions and 
responsibilities

 Adopted by worldwide digital preservation community



 Defines a 
recommended 
practice for assessing 
the trustworthiness 
of digital repositories

 Applicable to the 
entire range of 
repositories 

 Can be used as basis 
for certification

Available free from 
https://public.ccsds.org/Pubs/652x0m1.pdf



Digital Object Management

 Ingest:  Acquisition of 
Content

 Ingest: Creation of the 
AIP

 Preservation Planning

 AIP Preservation

 Information Management

 Access Management

Organizational Infrastructure

 Governance and 
Organizational Viability

 Organizational Structure 
and Staffing

 Procedural Accountability 
and Preservation Policy 
Framework

 Financial Sustainability

 Contracts, Licenses, and 
Liabilities

Infrastructure and 
Security Risk Management

 Technical Infrastructure 
Risk Management 

 Security Risk 
Management

Download an ISO 16363 self‐assessment spreadsheet from PTAB here: 
http://www.iso16363.org/iso‐certification/preparation/



US Government Publishing Office





 Business & Regulatory Strategist
 Electric & gas utility
 Acquisition of gas‐only utility
 Legal hold on records relating to decades old environmental contamination 

matter
 CRM Mentor

 Organizational Development Specialist
 Employee Surveys
 Voice of the Customer
 Non‐regulated holding company

 Supply Chain Strategist & Records Gadfly
 High voltage regional transmission company
 Records consolidation from 3 major and 15+ small companies
 Wasted RIM opportunity 



 Department of Electronic Government
 Short‐lived unit – reverted back to DOA units when administration changed
 My role ‐ Enterprise Information Domain Manager  ‐ Formation of governance 

structure to provide on‐going strategic direction for managing the state’s 
information resources through enterprise level policies, standards and tools

 Gained deep appreciation for policy development, consensus building, 
and the extraordinary dedication and patience of public servants

 Learned how the Public Records Board works

 Developed lasting relationships with like‐minded RIM practitioners

 Joined ARMA Madison chapter



Adjunct Instructor in Records 
Management
 Clayton State University ‐MAS

 Archives Curriculum Committee  

 UW‐Madison iSchool
 UW‐Extension – Summer intro 

course

State of North Dakota*State of Wyoming*Rockwell Automation*Emerson 
College*Council of State Archivists (CoSA)*Church Pension Group*City of 
Toronto*Kansas Historical Society*Waukesha County, WI*IBM*Barr 
Engineering*DuPont*Chevron Corporation *McKesson Corporation*WEA 
Trust*National Enrichment Facility (Louisiana Energy Services)*Swiss 
Colony*Platte River Power Authority*CUNA Mutual Group*Evangelical 
Christian Credit Union*Madison Gas & Electric Company*Philip Morris 
International* William D. and Catherine T. MacArthur 
Foundation*Southern California Edison*EMC Corporation*American 
Transmission Company*Valero Energy*SC Johnson *Weyerhauser*Wind 
Lake Solutions*West Bend Mutual Insurance*Actelion



 Enterprise Content and Records 
Management (ECRM) Process Framework

 Assured Records Management (ARM)

 ISO 15489: DIRKS and Beyond

 Digital Preservation Capability Maturity 
Model (DPCMM)



 Management tool designed to help implement 
effective methods in a given management 
discipline

 Structured collection of elements that describe 
characteristics of processes

 Provides a place to start, the benefit of prior 
experience, a common language, a framework 
for prioritizing actions and a way to define 
improvement 
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EIGHT PRINCIPLES

 Accountability
 Transparency
 Integrity
 Protection
 Compliance
 Availability
 Retention
 Disposition

FIVE PERFORMANCE LEVELS

 Sub-standard
 In Development
 Essential
 Proactive
 Transformational 

www.arma.org
19



INFRASTRUCTURE

1. Digital Preservation Policy
2. Digital Preservation Strategy
3. Governance
4. Collaborative Engagement
5. Technical Expertise
6. Open Standard Technology 

Neutral (OS/TN) Formats
7. Designated Community
8. Electronic Records Survey

SERVICES

9. Ingest
10. Archival Storage
11. Device/Media Renewal
12. Integrity
13. Security
14. Preservation Metadata
15. Access



Digital Preservation Capability Maturity Model (DPCMM)
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 Five (5) progressively 
advanced capability levels 

 Enables high level 
assessment of current 
digital preservation 
capabilities against good 
practice standards

 Facilitates development of 
strategic roadmap for 
incremental levels of 
improvement based on
 risk exposure
 business requirements
 available resources



 A road‐tested assessment methodology to 
benchmark current state capabilities to preserve 
and provide access to long‐term digital records

 Supports establishment of priorities and tracking 
progress

 Supports stakeholder engagement and education 
on requirements and standards



 Nuclear operator with facilities in USA

 System of record (“preservation repository”) 
being assessed is ECM/RMA 
 Commercial software certified to DoD 5015.12

 Organization has up to date records retention 
schedules

 Organization is required to maintain records for 
the life of the facility and submit a variety of 
reports to the NRC





www.DigitalOK.org
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Watch for CoSA MoVE-IT project report in January 2021 to learn about issues and practices associated with transfer of 
state agency electronic records to state archives at:
https://www.statearchivists.org/programs/state-electronic-records-initiative/move-it-modeling-viable-electronic-
information-transfers/













Vision for integrating digital preservation into the electronic records life









 Business case development for new or upgraded systems 
 Planning for legacy application decommissioning 
 Develop preservation and transfer requirements for new 

technology
 Digitization projects (paper to digital and film to digital) 
 File classification and defensible disposition initiatives 
 File and systems migrations, e.g., Office 365 
 Business reorganization, mergers, consolidations and 

acquisitions 
 Employee onboarding and training
 Succession planning and leadership changes
 COVID‐19 (or any other crisis/disaster) response and 

recovery initiatives
 Legal, regulatory, compliance or risk‐related breaches or 

audits



US Council of State Archivists (CoSA)
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The Council of State Archivists (CoSA) is the only national nonprofit association 
serving exclusively the country's 56 state and territorial archives by advancing 
their needs to stakeholders and the public.



 Phase 1:   Create a more detailed profile of 
the status of state electronic records 
programs

 This profile or snapshot in time will provide 
the necessary data from which to develop an 
action plan that addresses needs and 
identifies next steps
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Retain permanently 
in creating unit

Retain in Agency 
until disposition 
trigger; transfer to 
State Archives



 In a 2011 self‐assessment (written response 
and telephone interviews):
 5 – 9% ‐ Have an electronic records program that 
addresses all stages of the life cycle

 17 – 30% ‐ Have an electronic records program, but it 
does not address all stages of the life cycle

 20 – 35% ‐ Have started an electronic records 
program, but little or nothing has been implemented

 15 – 26%  ‐Have not yet begun tackling electronic records



 The “combined composite digital preservation 
score for all 48 responding organizations is 3, 
which is at the lower end of a Minimal Digital 
Preservation Capability score.”  

 “Almost one‐half (21) of the responding 
states/territories (48) registered an absolute 
Nominal digital preservation capability index 
score on each of the fifteen key process areas.”



2012 DPC SELF‐ASSESSMENT 
SCORECARD

2015 DPC SELF‐ASSESSMENT 
SCORECARD





2019 SAA Conference Poster Session



Croatian 
Government Agency 
(analog to US FDA)

Score – 32/60



Policy

Strategy

Governance

Collaboration Engagement

Technical Expertise

Technology Neutral Formats

Designated Communities

Digital Asset Survey

Ingest

Storage Management

Planned Device/Media Renewal

Integrity

Security

Preservation Metadata

Access

Nominal
(0)

Minimal
(1)

Intermediate
(2)

Advanced
(3)

Optimal
(4)

Digital Preservation Capability 
Assessment: City of Toronto

1

1

1

0

0

0

0

0

1

1

1

1

1

0

1



Nominal
•No systematic digital 

records preservation 
capabilities

•Most long-term and 
permanent digital 
records are at risk

Minimal
•Ad hoc preservation 

storage architecture,  
infrastructure and 
practices

•Isolated  digital 
preservation activities 
and projects

•Many long-term and 
permanent digital 
records are at risk

Intermediate
•Evolving capabilities to 

preserve and provide 
access to digital 
records are visible to 
stakeholders

•Some risk to digital 
records is being 
mitigated by business 
units

• A trusted digital 
repository is ready for 
testing with a select 
set of at risk digital 
records

Advanced
•Robust infrastructure 

and preservation 
storage exists

•Well documented 
practices, roles and 
responsibilities ensure 
governance over long-
term and permanent 
records

•On-going collaboration 
with other repositories 

•Few digital records 
remain at risk

Optimal
•Trusted digital 

repositories comply 
with best practice 
guidelines

•Proactive approach to 
identify and address 
long-term business 
and archival records 
preservation and 
access challenges 

•No digital records at 
risk

YEAR THREE & YEAR FOUR
Infrastructure  C O L L A B O R A T I O N … G O V E R N A N C E …  D E S I G N A T E D  C O M M U N I T I E S … T E C H N O L O G Y  N E U T R A L  F O R M A T
Processes M E D I A  &  D E V I C E  R E N E W A L … . I N G E S T …  A R C H I V A L  S T O R A G E … P R E S E R V A T I O N  M E T A D A T A

YEAR FIVE & BEYOND
Infrastructure  G O V E R N A N C E … C O L L A B O R A T I O N … S T R A T E G Y … P O L I C Y … T E C H N I C A L  E X P E R T I S E … O P E N  S O U R C E  S O F T W A R E
Processes D I G I T A L  A S S E T  S U R V E Y  … I N G E S T … I N T E G R I T Y … S E C U R I T Y … P R E S E R V A T I O N  M E T A D A T A  …  A C C E S S

Stages of Digital Preservation Capability 

Capability Component Priorities based on LTDP Strategy
YEAR ONE & YEAR TWO

Infrastructure  P O L I C Y … C O L L A B O R A T I O N … G O V E R N A N C E … T E C H N I C A L  E X P E R T I S E
Processes D I G I T A L  A S S E T  S U R V E Y …  D E S I G N A T E D  C O M M U N I T I E S

2010 – City of Toronto
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 Digital preservation is a lifecycle management 
concern and a shared responsibility

 Digital preservation requires the skills, expertise, 
and cooperation of cross‐functional 
stakeholders

 It is possible to deconstruct aspects of digital 
preservation to a level that is:
 readily understood
 can enable dialogue and planning for implementation 
within the available resources of most organizations



 Library of Congress – Sustainability of Digital Formats
 https://www.loc.gov/preservation/digital/formats/intro/int
ro.shtml

 NARA Digital Preservation Framework
 https://github.com/usnationalarchives/digital‐
preservation

 NDSA Levels of Digital Preservation 
 https://ndsa.org//publications/levels‐of‐digital‐
preservation/

 Digital Preservation Coalition 
 Handbook ‐ https://www.dpconline.org/handbook
 Rapid Assessment Model ‐
https://www.dpconline.org/docs/miscellaneous/our‐
work/dpc‐ram/2006‐dpc‐ram‐v‐1‐0/file



 Brochure ‐Why digital preservation matters to 
records managers

 Essential Guide – Preserving electronic government 
records

 White paper  ‐ Integrate Digital Preservation into 
Your Information Governance Program (published in 
ARMA Canada Sagesse, Winter 2020)

These materials have been provided as PDFs to the ARMA Greater Columbus 
chapter for sharing along with this presentation deck.



Coming soon…. digital preservation for every archive
Learn more at preservica.com/startyourjourney



Thank you for your time and attention.

Lori Ashley
lori.ashley@preservica.com
www.DigitalOK.org

Please contact me with 
questions, feedback, and for 
additional DP resources


