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Digital Fragility
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File formats come and go
Vendor abandonment _
: _ “Hardware, software, and file format
LegaCY aPP“CatlonS and obsolescence risks will haunt us if not taken

successive custodians seriously.”

Cheryl McKinnon



Risks to Long-Term

Digital Information

Storage media on which the information resides(removable
media and fixed hardware)becomes out-of-date and
unusable

De-contextualization or loss occurs due to lack of descriptive
metadata needed to accurately retrieve information

Bits and bytes become corrupt over time, rendering files
unreadable

Loss of integrity and trustworthiness of business evidence if
chain of custody is not preserved during transitions
Software programs and hardware components become
obsolete or are decommissioned without a preservation plan
for information that has continuing retention requirements
Organizational and leadership changes resulting in shifting
priorities and resources



How Long is Long-Term?

= “..long enough to be concerned
with the impacts of changing
technologies, including support
for new media and data formats,
or with a changing user
community. Long Term may
extend indefinitely.”

ISO 14721:2012

Long-term, by consensus, came
out to be anything beyond 10-15
years because that is the time-
frame beyond which they begin
to lose control of logical and
physical migration

SNIA 100 Year Archive Study Requirements Survey,
January 2007

How Long is Long-Term? 3 [ﬂr
The IS0 1472 s long-term as TB—‘"{ I’MJ‘
The answer depends on your
perspectives on time and technology...
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PDF/A NOTIFICATION FOR PERMANENT MUNICIPAL RECORDS

This form must be completed for any series of records that a municipal government wishes to maintain

Preservation Options |

County:

3. Office of Origin:

4. Mailing Address:

5. Contact Person:

6. Phone:

7. Email:

8. Records Title:

L2 Retention Period in Records Manual:

10. Citation in Records Manual:

This form serves as notification that the records series described above are permanent or long-term official records that
will b I d for los

anands aa and in faena an tha Aata nf

ervation, in accordance with

6.3 Permanent Records. To be in conformance with this policy, permanent records must be

retained either in paper format, microfilm format that has been created and maintained in
conformance with applicable standards approved by the LGRC, or in electromic format, one copy

ISSUED FOR THE LOCAL GOVERNMENT RECORDS of which (the Security Preservation File) 18 maintained in the manner and under the conditions
COMMITTEE BY THE set forth in this policy and its related puidelines, 1ssued by the State Archives. Municipalities
PENNSYLVANIA HISTORICAL AND MUSEUM must send a notification (refer to Appendix E, PDF/A Notification for Permanent Municipal
COMMISSION Records) to the State Archives if they decide to keep permanent records in PDF/A format.
BUREAU OF THE PENNSYLVANIA STATE
ARCHIVES
HARRISBURG STANDARDS FORMICROFIIMING MUNICIPAL RECORDS
APPROVED DECEMBER 16, 2008
(as amended March 28, 2019) 1. Authority

ANSI. Acronym for the American National
Standards Institute. ANSI is comprised of
government agencies, organizations,
companies, academic and international bodies.
and individuals.

The standards were adopted by the Local
Government Records Commuittee in
accordance with the Municipal Records Act.

2. Purpose .
Aperture card: (1) A card with a rectangular
The standards are designed to help ensure the opening(s) 51:_"5“[“{““}' PTCP“W‘! for the
" AL i B il mounting or insertion of microfilm. (2) A

https://www.phmc.pa.gov/Archives/Records-
Management/Documents/2019-Municipal-Records-
Manual-rev-with-links.pdf



What It Means to Future-Proof

Long-term, error-free storage of digital
information, with means retrieval and
interpretation, for the entire time span the
information is required to be retained

Applies to “born digital” content as well as
content that is converted to digital form
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Digital Preservation Defined

Short Definition - Digital preservation combines
policies, strategies and actions that ensure access to
digital content over time.

Medium Definition - Digital preservation combines
policies, strategies and actions to ensure access to
reformatted and born digital content regardless of the
challenges of media failure and technological change.
The goal of digital preservation is the accurate
rendering of authenticated content over time.



ISO 14721

Open archival information system

Developed to support formal standards for the long-term
preservation of space science data and information assets

Reference model - not designed as implementation model
(what, not how)

Defines an Open archival information system (OAIS) as:

"An archive consisting of an organization of people and systems that
has accepted the responsibility to preserve information and make it
available and understandable for a Designated Community.”

Includes common vocabulary, data models, functions and
responsibilities
Adopted by worldwide digital preservation community

Available free from
http://public.ccsds.org/publications/archive/650xom2.pdf



ISO 16363 — companion standard

Defines a
recommended
practice for assessing
the trustworthiness
of digital repositories

Applicable to the
entire range of

repositories

Can be used as basis
for certification

INTERNATIONAL ISO
STANDARD 16363

First edition
2012-02-15

Space data and information transfer
systems — Audit and certification of
trustworthy digital repositories

Systémes de transfert des informations ef données spatiales — Audit et
certification des référentiels numeérigues de confiance

Available free from
https://public.ccsds.org/Pubs/652xoma.pdf



1SO 16363 Components

Infrastructure and
Security Risk Management

Technical Infrastructure
Risk Management

Security Risk
Management

Download an ISO 16363 self-assessment spreadsheet from PTAB here:
http://www.is016363.0rg/iso-certification/preparation




Exemplar — Trusted Digital Repository

certified to ISO 16363

US Government Publishing Office

Summary of govinfo NEWS RELEASE GPO

The United States Government Publishing Office (GPO) is the Federal Government's official, digital, secure
resource for producing, procuring, cataloguing, indexing, authenticating, disseminating, and preserving the

FOR IMMEDIATE RELEASE: January 15,2019 No. 19-03
official information products of the U.S. Government. The GPO is responsible for the production and GPO MEDIA CONTAGT: GARY SOMERSET 202.512.1857 | mb 202.355.3397 | gsomersel@qpo.qov
distribution of information products for all three branches of the Federal Government, including U.S. GPO’S GOVINFO MAKES HISTORY BY
passports for the Department of State as well as the official publications of Congress, the White House, and EARNING GLOBAL CERTIFICATION FOR
other Federal agencies in digital and print formats. GPO provides for permanent public access to Federal TRUSTWORTHINESS
Government information at no charge through govinfo (www.govinfo.gov) and has partnerships with
approximately 1,100 libraries nationwide participating in the Federal Depository Library Program (FDLF). e e 7
The GPO govinfo holdings size is currently 65TB; the repository has 2.2 million Archival Information Packages
(AIPs) and 1.5 million GPO specific Access Content Packages (ACPs) which are optimized for access and
delivery. The AIPs are made up of 1.1 million United States Courts Opinions collection AIPs, 600,000 Bilach Hisboryioth
Congressional AlPs, and smaller numbers from other sources. In FY17, there were a total of 540,000,000 I Feeruany 32020 - 1
document retrievals from the public website and an average of 45,000,000 retrievals per month. The system
maintains a high level of availability. The T S P PTOXITNatEly 40 F e =wagt evenly divided between

MNotable NIST Publications
!"'H“" l.'.'.. ¥ 23, 2020 - Cybersecurity. dsasters, time. histary, and

government employees and contracto

e are two instances of the sv,rste ary instance and a
continuity of operations instance. The two mees have identical hardwaressieps, the databases and files

are synchronized automatically so that if the primary instances fail, or is taken down for some other reason,

STAND UP Human Rights Day
then the services can be provided by the continuity of operations instance. The govinfo website replaced the R ST Ottt

FDsys website in December 2018, and at that time, GPO began to refer to the entire system as govinfo.

International Day of Persons with Disabilities




My professional journey to
digital preservation &N




Y2K Revelation and Beyond

In Regulated Utility Companies

Business & Regulatory Strategist
Electric & gas utility
Acquisition of gas-only utility

Legal hold on records relating to decades old environmental contamination
matter

CRM Mentor

Organizational Development Specialist
Employee Surveys
Voice of the Customer
Non-regulated holding company

Supply Chain Strategist & Records Gadfly
High voltage regional transmission company
Records consolidation from 3 major and 15+ small companies
Wasted RIM opportunity



Statewide Data, Records

& Forms Coordinator

Department of Electronic Government

Short-lived unit — reverted back to DOA units when administration changed

My role - Enterprise Information Domain Manager - Formation of governance
structure to provide on-going strategic direction for managing the state’s
information resources through enterprise level policies, standards and tools

Gained deep appreciation for policy development, consensus building,
and the extraordinary dedication and patience of public servants

Learned how the Public Records Board works
Developed lasting relationships with like-minded RIM practitioners

Joined ARMA Madison chapter



RIM Consulting & Teaching

The
Archives
Leadership
Institute

Adjunct Instructor in Records
Management
Clayton State University - MAS

Archives Curriculum Committee
UW-Madison iSchool
UW-Extension — Summer intro
course

% Cohasset

Associates

RM/I

INTERNATIONAL®

I alim

SOCIETY OF
American
Archivists

State of North Dakota*State of Wy omlnﬁ*Rockwell Automation*Emerson
College CounC|I of State Archivists CoS )*Church Pension Group*City of
Toronto*Kansas H Histarical Society*Waukesha County, WI*IBM*Barr
Engmeermg DuPont*Chevron Corporation *McKesson Corporatlon*WEA
Trust*National Enrichment Facjlity (Louisiana Energy Serwces) SWISS
Colony*Platte River Power Authority*CUNA Mutual Group Evan elical
Christian Credit Union*Madison Gas & Electric Company hilip Morris
Internatlonal William D. and Catherlne T. MacArthur
Foundation*Southern California Edlson EMC Corporation*American
Transmission Company*Valero Energy*SC Johnson *Weyerhauser*Wind
Lake Solutions*West Bend Mutual Insurance*Actelion



Continuous Improvement Frameworks

Enterprise Content and Records
Management (ECRM) Process Framework

Assured Records Management (ARM)

ISO 15489: DIRKS and Beyond g%kR KS

and Beyond
Digital Preservation Capability Maturity
Model (DPCMM)

Digital Continuity Checklist

Digital Preservation Infrastructure Is Your Organization DigitalOK? Dighl Contimaty Choch - &
L 2. 3. a. 5. 6 73 8. S i b St s 0 S et B . - —_ =
Poll Strate;




Capability Maturity Models (CMM)

Management tool designed to help implement
effective methods in a given management
discipline

Structured collection of elements that describe
characteristics of processes

Provides a place to start, the benefit of prior
experience, a common language, a framework
for prioritizing actions and a way to define
Improvement



Generally Accepted

Recordkeeping Principles

EIGHT PRINCIPLES FIVE PERFORMANCE LEVELS
Accountability Sub-standard
Transparency In Development
Integrity Essential
Protection Proactive
Compliance Transformational
Availability
Retention
Disposition

WWW.arma.org RMA

INTERNATIONAL®




DPCMM Components

INFRASTRUCTURE SERVICES
Digital Preservation Policy Ingest
Digital Preservation Strategy Archival Storage
Governance Device/Media Renewal
Collaborative Engagement Integrity
Technical Expertise Security
Open Standard Technology Preservation Metadata
Neutral (OS/TN) Formats Access

Designated Community
Electronic Records Survey



Digital Preservation Capability Maturity Model (DPCMM)

Digital Preservation Infrastructure

15 2. 3. 4. 5. 6. 7 8.
Policy Strategy Governance Collaboration Technical Open Designated Electronic
Expertise Standards Community Records
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Storage Device /Media Integrity Security Preservation
Renewal Metadata




Digital Preservation

Capability Maturity Model Stages

In Stage 5 few if any electronic records that merit
long-term preservation are at risk.

r Evaluate capabilities & requirements for Stage 5.

Some electronic records that merit long-term
preservation remain at risk.

| ‘ Evaluate capabilities & requirements for Stage 4.

_ In this environment many electronic records that
Intermediate . ) . .
merit long-term preservation remain at risk.

l ‘ Evaluate capabilities & requirements for Stage 3.

Minimal Most electronic records that merit long-term
preservation are at risk.

‘ Evaluate capabilities & requirements for Stage 2.

Most, if not all, electronic records that merit
long-term preservation are at risk.

Five (5) progressively
advanced capability levels

Enables high level
assessment of current
digital preservation
capabilities against good
practice standards

Facilitates development of
strategic roadmap for
incremental levels of
improvement based on

risk exposure
business requirements
available resources

22



Benefits of DPC Self-Assessment

A road-tested assessment methodology to
benchmark current state capabilities to preserve
and provide access to long-term digital records

Supports establishment of priorities and tracking
progress

Supports stakeholder engagement and education
on requirements and standards



Hypothetical Use Case - NIRMA

Nuclear operator with facilities in USA

System of record (“preservation repository”)
being assessed is ECM/RMA

Commercial software certified to DoD 5015.12

Organization has up to date records retention
schedules

Organization is required to maintain records for
the life of the facility and submit a variety of
reports to the NRC



Is This Good Enough?

Mominal Minimal Intermediate  Advanced Optimal
(@ (1) (2) (3 )]

DIGITAL PRESERVATION POLICY o
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DIGITAL PRESERVATION STRATEGY

DEVICE/MEDIA RENEWAL
INTEGRITY

OVERNANCE

OLLABORATIVE ENGAGEMENT

ECHNICAL EXPERTISE

OPEN STANDARD TECHNOLOGY NEUTRAL FORMATS

DESIGNATED COMMUNITY L

ELECTRONIC RECORDS SURVEY

NGEST @

ARCHIVAL STORAGE

ECURITY

PRESERVATION METADATA

ACCESS

Index Score: 13/60

Based on your responses, the digital preservation capabilities and services of your organization and repository fall into
the Minimal level. Digital preservation capabilities are rudimentary and most electronic records that merit long-term
retention are at risk.




Digital Preservation Capability

Self-Assessment based on DPCMM

&K

New User? Please sign in

www.DigitalOK.org



> o Digital Preservation Capabilit og ou
Digital@k o PaRTY

Self-Assessment

Dashboard Users My Account Glossary Welcome Lori Ashley | Go to Administration

Background Information

Name:* NIRMA Member #123

Title:* Records Manager

Organization:* Hypothetical License Operator

Repository:” ECM/RMA - Commercial software certified to DoD 5015.2

Location (city, state/province, country): ™

Multiple facilities in United States

Names and Titles of Contributors who participated in preparing this self-assessment response:

Maturity Model Approach” - August 9, 2016

Does the digital preservation repository conform to the functional specifications of the 1SO 14721 standard on open archival
information systems (OAIS)?

Mo v

Does the digital preservation repository conform to the certification and audit criteria of the |1SO 16363 standard?

Mo v



Current Tools and Services

Please check all preservation services and tools that your organization currently uses. If you do not see something listed, please
add it using free text in the Other box.

ACE (Audit Control Environment) Duracloud
APPX Archives Enterprise Manager (AXAEM) Fedora
Archive-It ICA-AtoM
Archivematica Integrated Rule Oriented Data Systems (iRODS)
Bagit JHove
Chronopolis LOCKSS
Contentdm Digital Collection Management Software by OCLC PLANETS
Curator’s Workbench — Carolina Digital Repository Preservica
DCAPE Sharepoint
¥ DoD 5015.2-STD- compliant software Tessella Safety Deposit Box (SDB)
DRAMBORA Other
DSpace
If Other

« back to listing | sontinue to surve ‘

Save for later M



Digital Preservation Capability
Self-Assessment

Welcome Lori Ashley | Go to Administration

Digital@k

My Account Glossary

1. DIGITAL PRF————————————7
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state its policy in writing, cor

The policy should include th
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Check all of the statemeni
digital preservation policy
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Digital Preservation Capability
Self-Assessment

This Digital Preservation Capability Self-Assessment is comprised of fifteen
components. Each component contains a short description and a series of
statements. The statements are mapped to different capability levels that will
be used to calculate a digital preservation index score for your organization
and repository at the conclusion of the survey.

Please read carefully each component description and the threshold
statements. Glossary terms and other support material are hyperlinked to the
survey for easy access while you take the self-assessment. Then thinking
about your organization and digital preservation repository, pick the
statements that best characterize the current state of capabilities to manage,
preserve and provide access to electronic records of permanent value.

Thank you for participating in the Digital Preservation Capability Self-
Assessment.

Click here to begin the survey

historical records should
e
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| a written and published

[ to its governing body.
ises the policy as




1. DIGITAL PRESERVATION POLICY

The organization charged with ensuring preservation and access to long-term and permanent legal, fiscal, and/or historical records should
state its policy in writing, communicate the policy to all stakeholders, and periodically audit the policy for compliance.

The policy should include the purpose, scope, accountability, and approach to the transfer of records as well as address the operational
management and sustainability of frustworthy preservation repositories.

Check all of the statements below that accurately describe the status of your organization with regard to a written and published
digital preservation policy.

The organization does not have a written digital preservation policy.

The organization has a digital preservation policy in development but it has not yet been approved or issued.

The organization has issued a digital preservation policy and it is widely disseminated to stakeholders.

The organization annually conducts a self-assessment and reports adherence to the digital preservation policy to its governing body.
The organization arranges for a periodic peer review or external audit of the digital preservation policy and revises the policy as

appropriate.




2. DIGITAL PRESERVATION STRATEGY

The organization charged with the preservation of long-term and permanent electronic records must proactively address risks associated with
technology obsolescence. While no single strategy is appropriate for all organizations, data types and resources, there must be plans to
periodically upgrade storage devices, storage media, and file formats.

Check all of the statements below that accurately describe the status of your organization with regard to a digital preservation
strategy to mitigate technology obsolescence.

The organization does not have a formal strategy to address technology obsolescence.

The strategy calls for accepting electronic records in native formats on an ad hoc basis and keeping the bit streams alive until software
and other resources are available to transform the records into open standard technology neutral file formats.

The strategy calls for encouraging Records Producers to convert electronic records of long-term and permanent value in their custody to
“preservation ready” formats at or near the time of receipt and creation.

The strategy includes ad hoc monitoring of changes in technologies that may impact digital records collections in the custody of Records
Producers and the preservation repository.

The strategy calls for fransformation of selected native file formats to preferred preservation formats at ingest and proactive monitoring of
changes in technologies that affect the preservation of electronic records.

The strategy calls for the transformation of all electronic records in native file formats to preferred preservation formats at ingest.
Electronic records in archival storage are automatically transformed to newer interoperable forms as they displace current ones.

Watch for CoSA MoVE-IT project report in January 2021 to learn about issues and practices associated with transfer of
state agency electronic records to state archives at:

https://www.statearchivists.org/programs/state-electronic-records-initiative/move-it-modeling-viable-electronic-
information-transfers/




3. GOVERNANCE

The organization has a formal decision-making framework that assigns accountability and authority for the preservation of electronic records
with long-term and permanent historical, fiscal, operational or legal value, and articulates approaches and practices for preservation
repositories sufficient to meet stakeholder needs.

Governance is exercised in conjunction with information management and technology functions and other custodians and digital preservation
stakeholders such as Records Producers and Users, and enables compliance with applicable laws, regulations, record retention schedules,
and disposition authorities.

Check all of the statements below that accurately describe the status of your organization’s governance framework to specifically
address preservation of permanent electronic records.

The organization's current information governance activities do not specifically address digital preservation requirements.

The organization has a limited, project-based digital preservation governance framework that is operational or has been successfully
completed.

The organization is developing an enterprise governance framework that identifies roles and responsibilities for electronic records life
cycle management and digital preservation.

The organization has adopted an enterprise governance framework that assigns accountability and authority for the preservation of
permanent electronic records.

The organization has adopted an enterprise governance framework that specifies an on-going commitment to the sustainability of one or
more preservation repositories.

The enterprise governance framework supports one or more preservation repositories and is reviewed and updated at least every two
years to take into account changing technologies and organizational requirements.




4. COLLABORATIVE ENGAGEMENT

Digital preservation is a multi-faceted discipline that takes into account the organization’s information architecture and technology
environment as well as accepted standards and best practices. An organization with a mandate to preserve electronic records is well served
by maintaining and promoting collaboration among its many stakeholders.

Interdependencies between and among the operations of Records Producers, legal and statutory requirements, information technology
policies and governance, and historical accountability should be systematically addressed.

Check all of the statements below that accurately describe the status of collaborative engagement between your organization and
its digital preservation stakeholders.

No collaborative digital preservation environment exists within or across the organization.

The organization is currently working to establish a framework for collaborative engagement on electronic records management and digital
preservation issues.

Under its collaborative digital preservation framework the organization has successfully engaged or is currently engaged with selected
stakeholder entities to proactively address digital preservation requirements.

Under its collaborative digital preservation framework the organization has successfully engaged or is currently engaged in one or more
collaborative digital preservation projects with external stakeholders.

Under its collaborative digital preservation framework the organization has successfully engaged or is currently engaged with most
stakeholders to proactively identify and meet their digital preservation requirements.

The organization continuously monitors and updates its digital preservation collaboration framework to support proactive outreach to all
stakeholders to identify and meet their digital preservation requirements.




5. TECHNICAL EXPERTISE

A viable digital preservation capability requires organizations to have sufficient expertise in electronic records management and digital
preservation to support all of the infrastructure and requisite key preservation processes, including on-going professional development for
personnel and certification of the repository.

Technical expertise may exist within internal or contracted staff, may be provided by a centralized service bureau, or by external service
providers. In some instances this may involve processing surrogate SIPs and AIPs that contain some but not all of the "Essential Properties”
of ISO 14721 conforming information packets.

Check all of the statements below that accurately describe the status of your organization with regard to access to professional
technical expertise in digital preservation and electronic records management.

The organization has little or no operational access to specialized professional technical expertise in digital preservation or electronic
records management.

The organization has access to internal or external professional technical expertise that supports only narrowly defined project-based
digital preservation initiatives.

The organization has access to internal or external professional technical expertise who assist Records Producers in the creation of
preservation-ready records.

The organization has access to internal or external professional technical expertise who support the processing of surrogate SIPs and
AlPs.

The organization has access to internal or external professional technical expertise that supports all functions of an ISO 14721
preservation repository.

The organization has access to internal or external professional technical expertise that supports all functions of an ISO 14721
preservation repository, including long-term digital preservation planning activities.




6. OPEN STANDARD TECHNOLOGY NEUTRAL FORMATS

A fundamental requisite for a sustainable digital preservation program that ensures long-term access to usable and understandable electronic
records is mitigation of obsolescence of file formats. Open standard technology neutral ("OS/TN") formats are developed in an open, public
setting, issued by a certified standards organization, and have few or no technology dependencies.

Current preferred OS/TN format examples include: HTML, Plain Text, XML, ODF, and PDF/A for text; CSV for spreadsheets; JPEG 2000 for
photographs; PDF/A, PNG, and TIFF for scanned images; SVG for vector graphics; WAVE_BWF LPCM for audio; MPEG-4 and Motion JPEG
2000 for video; WARC for web pages.

Over time digital preservation tools and solutions will emerge that require new OS/TN file formats. OS/TN formats are backwardly compatible
so they can support interoperability across technology platforms over an extended period of time.

Check all of the statements below that accurately describe the status of your organization with regard to adoption of open
standard technology neutral file formats.




7. DESIGNATED COMMUNITY

The organization that has responsibility for preservation and access to long-term and permanent legal, operational, fiscal or historical
government records is well served through proactive outreach and engagement with its Designated Community. The organization has written
procedures and formal agreements with Records Producers that document the content, rights, and conditions under which the preservation
repository will ingest, preserve, and provide access to electronic records.

The organization maintains written procedures regarding ingest of electronic records and access to its digital collections. Records Producers
submit fully conforming IS0 14721 Submission Information Packages (SIPs) while Dissemination Information Packages (DIPs) are developed
and updated in conjunction with its User communities.

Check all of the statements below that accurately describe the relationship of your organization to records producing units and
users.




8. ELECTRONIC RECORDS SURVEY

All public and private organizations are responsible for records created, received or acquired that are evidence of its business activities,
regardless of the format or media used. They have an obligation to ensure the authenficity, intearity, usability and reliability of the records for
as long as they are required.

A preservation repository cannot fully execute its mission or engage in realistic digital preservation planning without a projected volume and
scope of electronic records that will come into its custody. It is likely that some information exists in approved retention schedules but may
require further elaboration as well as periodic updates, especially with regard to preservation ready, near-preservation ready, and legacy
electronic records held by Records Producers.

Check all of the statements below that accurately describe the status of your organization’s knowledge about permanent
electronic records that will be transferred to the preservation repository.

Y o

L1 ||

Born Permanent Long-term Indefinite Transfer to Archives

1

|: Short-term Retention Retention Met ]
DEFENSIBLE DESTRUCTION

Vision for integrating digital preservation into the electronic records life




Comparison of ECM/RM, Business Applications,

Storage and Backup, and Digital Preservation Systems

Enterprise Content and
Records Management

Special Purpose
Application/Business Systems

Network Storage
and Backup

Digital Preservation System

Accepted Industry Practices
or DoD 5015.2 Compliant

Accepted Industry Practice

Accepted Industry Practice

Conforms to ISO 14721

Content collaboration
(retrieval), policies, version
control, self-healing,
retention and disposition

Content collaboration
(retrieval), version control, and
self-healing

Storage using accepted
industry tools, including tiered
storage management, multiple

copies, and self-healing

Long-term availability,
usability, and trustworthiness
of digital content

Bit level storage

Bit level storage

Bit level storage

Bit level storage, protection
against file format
obsolescence, integrity
protection, preservation
metadata

Short-term retention

(< 10 years)

Short-term retention

(< 10 years)

Long-term retention

(> 10 years)

Long-term and permanent
retention (> 10 years)




Digital Preservation Services
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Output -
Scorecard
& Survey
Responses

Digital Preservation Capability Self-Assessment

Name: MIRMA Member #123
Title: Records Manager
Organization:  Hypothetical License Operator

Location: Multiple facilities in United States

Repository: ECM/RMA - Commercial software certified to DoD 5015.2

Contributors: Lori Ashley & Charles Dollar for the 2016 NIRMA Conferen resentation "Protecting Long-
Term Digital Records Using a Caj ity Maturity Model Approach”™ - August 9, 2016

Index Score Results Naminal

Mirimd  nlemediale  Advanced  Optimal
1) L “)

D _GTAL PRESERVATION POLICY L ]

DIGITAL PRESERVATION STRATEGY

n your responses, the digital preservation capabilities and services of your organization and repository fall into
the al level. Digital preservation capabiliies are rudimentary and most electronic records that merit long-term

retertion are al rigk

This scorecard indicates the current capabilities of the ArchivesiR
Capability Maturity Medel. The filled in circles (red, orange, yellow
respactive requiramants have baan met

1. DIGITAL PRESERVATION POLICY

The organization charged with ensuring presenvasion and access 10 long-lerm and permanent legal. fiscal, and/or
hestonical records should state its policy in witing. communicate the policy to all stakehoiders. and penodically
audit the policy for compliance. The policy should include the purpose, scope, accountabilty, and approach 10 the
transfer of records as wedl 83 address the OPerabional MaNagement and SusLaNabilty of LUSIworhy presenvabon
FOPORLONeS

[¥] The organization does not have a written digital preservation policy.

[[] The organization has a digital preservation policy in development but it has not yet been
approved of issued

[ The organization has issued a digital preservation policy and it is widely disseminated 10
stakehoiders

[ The organzation annually conducts a seif-assessment and reports adherence 10 the digital
preservabon pokcy 10 its QOverning body

[ The organization arranges for a periodic peer review of external audt of the digital preservation
pokcy and revises the policy as appropriate

2. DIGITAL PRESERVATION STRATEGY

The organization charged with the preservation of long-term and permanent elecironic records must proactively
address risks assocated with technology cbsolescence. While no single strategy is appropriate for all
organizations, data types and resources, there must be plans to periodically upgrade siorage devices, storage
media. and file formats

[0 The organization does not have a formal strategy 10 address technology cbsolescence

[¥] The strategy calls for accepting electronic records in native formats on an ad hoc basis and
keeping the b streams alive until software and other resources are available to transiomm the
records info open standard lechnology neutral file formats

[ The strategy calis for encouraging Records Producers 1o convert electronic recocds of long-term
and permanent value in their custody 10 “preservation ready” formats af or near the time of receipt
and creation
The strategy indudes ad hoc monitoring of changes in technologies that may impact digital
records collections in the custody of Records Producers and the presenvation reposory.




Call to Action

Business case development for new or upgraded systems
Planning for legacy application decommissioning
Develop preservation and transfer requirements for new
technology

Digitization projects (paper to digital and film to digital)
File classification and defensible disposition initiatives
File and systems migrations, e.qg., Office 365

Business reorganization, mergers, consolidations and
acquisitions

Employee onboarding and training

Succession planning and leadership changes

COVID-19 (or any other crisis/disaster) response and
recovery initiatives

Legal, requlatory, compliance or risk-related breaches or
audits



DPCMM USE CASES

US Council of State Archivists (CoSA)

The Council of State Archivists (CoSA) is the only national nonprofit association

serving exclusively the country's 56 state and territorial archives by advancing

their needs to stakeholders and the public.

Council of State Archivists




SERI

State Electronic Records Initiative

Phase 1: Create a more detailed profile of
the status of state electronic records
programs

This profile or snapshot in time will provide
the necessary data from which to develop an
action plan that addresses needs and
identifies next steps
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Retention Schedule Example:

Permanent Records

STATE AGENCY RECORDS I
RETENTION SCHEDULE Retaln permanently

Records Title in creating unit

Series and Description

Function and Use

U0243 Capital Construction
Disbursements and
Receipts File

Access Restrictions
Contents

Retentlon and Dispos|

This series documants. the disbursement of
undertaking which is to be financed or fund
federal funds; (b) any undertaking which is

consiruction item, or combination of items r
equipment estimated to cost $200.000 or w
item of movable equipment if the tolal cost

upgrade. or replacement of an information 1
the Capital Planning Adwvisory Board of the

as 1o stale spending for capital projects

None
Sar
alzo may contan supporting

Retain parmanently in creating wnit

Retain in Agency
until disposition
trigger; transfer to
State Archives

04560 Gowvernor's Executive  This series documents the written action or order of the Govemnor, which has the force of law, and which is based upon his authority as the chief executive of the

Order File - Commonmwsealth. The state’s Congtitution requires that the Secretary of State receive the original order signed by the Governor. After signature by the Secretary of
Mizcallaneous - State, the state seal is then affixed. This series incorporates orders categorized as miscellaneous. These include Writs of Habeas Ad Testificandum/ad

(Includes employment Prosequendam, court orders, employment contracts, non-merit position appointments, conditional releases, paroles, special commission notaries, re-organization of
contracts, court execulive branch offices, activation of the Mational Guard, resignations, and removals from office. The orders are initially created by the General Counsel, Office of
orders, non-mearit the Gowemor. Much of the reference activity to Executive Orders is by courts reguiring certification of the official acts of the state. This series reflects original
appom’mgnm, paroles, Signatures notincluded in the Executive Journal (04564).

re-organizations,

special notaries) (V)

Access Re

TWU IS

Contents  Series contains: Original order, supporting documentation

Retention and Disposition Retain in Agency four (4) years after the end of the gubematorial term; transfer to State Archives Center for permanent retention




What is the status of your

Electronic Records Program?

In a 2011 self-assessment (written response
and telephone interviews):

5 —9% - Have an electronic records program that
addresses all stages of the life cycle

17 —30% - Have an electronic records program, but it
does not address all stages of the life cycle

20 — 35% - Have started an electronic records
program, but little or nothing has been implemented

15 —-26% - Have not yet bequn tackling electronic records



Informal Assessment using DPCMM

The “combined composite digital preservation
score for all 48 responding organizations is 3,
which is at the lower end of a Minimal Digital
Preservation Capability score.”

"Almost one-half (21) of the responding
states/territories (48) registered an absolute
Nominal digital preservation capability index
score on each of the fifteen key process areas.”




What a Difference

Three Years Can Make

2012 DPC SELF-ASSESSMENT
SCORECARD

Mominal Mnimal  Imemediate  Advanced Optimal
Index Score Results CIFBIIHE ”Tu n e iate u;;] :-Itr]na

piomaLpreservaTion poucy ————— Y
P preserAToN ST I
I ©
EIEECEE I ©
EEEE A
CEA

Index Score: 8/60

Based upon your responses, the digital preservation capabilities and services of your archive/records management unit
falls into the 1 Stage (Minimal). Digital preservation capabilities are rudimentary and most electronic records that merit
long-term retention are at risk.

2015 DPC SELF-ASSESSMENT
SCORECARD

Index Score Results

DIGITAL PRESERVATION POLICY

MNominal Minimal Intermediate  Advanced Cptimal
(o) m 2) (&3] )

[DIGITAL PRESERVATION STRATEGY L]

IGOVERMNANCE

OLLABORATIVE ENGAGEMENT

‘CHNICAL EXPERTISE L)

OPEN STANDARD TECHNOLOGY NEUTRAL FORM.

[DESIGNATED COMMUNITY

[ELECTRONIC RECORDS SURVEY

Index Score: 38/60

Based upon your responses, the digital preservation capabilities and services of your archivesirecords management unit
falls into the 3 Stage (Advanced). The organization has a rebust infrastructure and the preservation of electronic
records is framed within a collaborative environment and few electronic records that merit long-term preservation are at
risk.




Texas State Library and Archives Commission Launches Texas Digital Archive

AUSTIN, TX - The Texas State Library and Archives Commission (TSLAC) announces the launch of the Texas Digital Archive (TDA), a searchable
online repasitory designed to manage, preserve, and provide access to the electronic records collections held at the Texas State Archives. Virtual
visitors are invited to explore our shared heritage through digitized prints, photographs, documents and manuscripts made available through a
$706,593 appropriation for the 2016-2017 biennium from the 84 legislative session.

G oot 2o

_TEXAS S STATE LIBRARY

“arcHives commission  TEXAS DIGITAL ARCHIVE

=] El

Texas Governor Rick

Texas State Agencies

Texas Judicial Branch

Prints and Photographs

Per
description description description Y
description

https://www.tsl.texas.gov/texasdigitalarchive




2019 SAA Conference Poster Session

A Collaborative Effort to Plan a Digital Preservation Program at a Small Library

Fatemeh Rezaei and Laura Bell, Special Collections & Archives, RLB Library | University of Baltimore

BACKGROUND & PROJECT OVERVIEW

rersity community located in Mandands
UB provides education in business, law, public
he applied arts and sclences. The ALB Library
ulty and staff, and & departments including

lections & Archives, Integrated Digital Servicas,
€, Access Sarvices, Academic Success, and

Special C

preservation readiness using

+ Survey of institutional Readiness created by Digial Presenvation

Management. implementing Short Teem Strategies for Long Term Problems, Ms. Dull provided
ssment in her internal report, Assessing Digital Curation and Preservation Readiness ot

f Baltimore's Longsdale Library {named before the Library™s name changed in

sersity

The 2017 report showed within the Library:

Staff interested in bullding a long
lasting digital preservation program

Policies and documentation

A significant amount (25 T8) of Specific resources designated for

existing digitized or born digital digital preservation

collections in addition to

audiovisual collections in need of

digitization and presetvation

Administrative support for the The Library has multiple software
investigation of a digital and tools used to make digital
preservation program tontent accessible, but does not

have the infrastructure in place for
preservation

Based on the amount of digital data we currently have, and the amount we will produce and
o b thee future, the Library needs a digital preservation program: However, as M. Dull’s
report also showed, while the Library is strong in collections, it is weak in terms of pelicies and.
technological infrastructure needed to build a digital preservation program.

The question became: how do we plan and build a digital preservation
program at the RLB Library?

PROJECT OBJECTIVES

+  Gain support for a digital preservation program at the ALB Library
« Create a Task Force 1o imvestigate and plan a digital preservation program
+ Include digital preservation in the Misston and Vision Statements of the Library

« Begin a5 year plan to build adigital preservatian program in the Library

ACTIONS TAKEN

Using the Digital Preservation Capability Maturity Model (DPEMM) =

ONGOING WORK

Drafting a digital prese

collaboration
e librar

In 2018 Fatematy Re Archivist and Krustin Conlin, Reference Libe
Preservation Capobillty Maturity Mode! (DECMM) to further
digial preservation program
The DPCMM, created by Ch
ofganizations to assess their ability to provide long-term preserva
using 15 companents: policy, strategy, governance, collaboration, techn

ng from the

g technok

ning about te

which range from Nominal to Optimal, with nominal indicating records
The DPCMM assessment tool provided the RLB Library with a baseline understa
and how the Library can begin to buikd a digital preservation program

Moy srvmed Gy
The DPCMM also provided e
an opportunity to educate
and gain support from

Library stakeholders.

W tent 8 copy of the 15
DPCMM companents to
Library leadership in an
informal survey and
requested that they provide
their understanding of each
of tha 15 components a5
thiey relate to thelr work,

Cagtstiy index Seorm of 160 Stage | Miimal Digtal Preveryston Capaiy

Scorecard bajed DRCHM

Meeting with Library Leadership:

The DPCMM results were complled into an internal report and the team investigating
digital preservation n the Library grew to Include Laura Bell, Archivist, We met with Library
leadership In December 2018 in order to:

»  Educate our stakehalders about digital preservation

Share the results of the DPCMM assessment and discuss the need for a digital
preservation program at the Library

Communicate across departments kn the Library In order to work towards a mutually
beneficial goal

Suggest a long-term plan and collaborative task force

REFERENCES
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i HLE Liirary's Digital sfrastrusture impeoversent Plan Based on Chab




Croatian
Government Agency

(analog to US FDA)

Score —32/60

Grade Components Possible recommendations
Maminal -
hdimirnal DF strategy #  toconsolidate DP strategy and include it in the strategic
plan
Governance 1. todevelop arganizationsl enterprise governance
framewark
Openstandards | to adopt more open and neutral standards for file formats
and automate their file format conversions
e-records survey | #  to develop and maintzin an anakytical module that will
support planning OF and initiate DF activities
Intermediste OP policy 1. tocreste self-assessment tool for checking adherence to
HALMED's DP palicy 2nd to include findings in annual
mManagement review process
Collaborative *  to establish collzboration with maore stzkehaolders
EMEaEEMEent
Archival storzge | #  to examine possibilities to use two geographically dispersed
repasitories
Device/media ¢ to document broad renewal policy (not just optical media
renevezl migration)
DF metadats *  toimplement PREMIS
*  toexamine possible serizlizations
Arcess *  todevelop various dissemination packages according to
UsEr Types
Advanced Technical *  to persistwith education and training
expertize *  to collaborate with the Faculty of Humanities and Social
Sciences of Zagreb University
Designated #  tomap all records producers (intermal and external] and to
COMITILnTY collaborate more intensely with them
*  toestablish dissemination information packages profiles
Ingest #  tostandardize metadzta file further
*  tainclude file farmat conversion procedurss for more file
formats
Integrity *  tosupport the integrity additionally with “archivists-
friendly technologies” (e.g. blockchain technology]
Cptirmnal Security ®  to continue with measures aimed at reducing the risks




Digital Preservation Capability

Policy

Strategy

Governance

Collaboration Engagement
Technical Expertise
Technology Neutral Formats
Designated Communities
Digital Asset Survey

Ingest

Storage Management
Planned Device/Media Renewal
Integrity

Security

Preservation Metadata

Access
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2010 — City of Toronto

Nominal

*No systematic digital
records preservation
capabilities

*Most long-term and
permanent digital
records are at risk

Minimal

*Ad hoc preservation
storage architecture,
infrastructure and
practices

e|solated digital
preservation activities
and projects

*Many long-term and
permanent digital
records are at risk

Stages of Digital Preservation Capability

Intermediate

*Evolving capabilities to
preserve and provide
access to digital
records are visible to
stakeholders

eSome risk to digital
records is being
mitigated by business
units

e A trusted digital
repository is ready for
testing with a select
set of at risk digital
records

Capability Component Priorities based on LTDP Strategy

YEAR ONE & YEAR TWO
Infrastructure POLICY..COLLABORATION..GOVERNANCE..TECHNICAL EXPERTISE
Processes DIGITAL ASSET SURVEY.. DESIGNATED COMMUNITIES

YEAR THREE & YEAR FOUR

Infrastructure COLLABORATION..GOVERNANCE.. DESIGNATED COMMUNITIES..TECHNOLOGY NEUTRAL FORMAT

Advanced

*Robust infrastructure
and preservation
storage exists

e*Well documented
practices, roles and
responsibilities ensure
governance over long-
term and permanent
records

*On-going collaboration
with other repositories

eFew digital records
remain at risk

Processes MEDIA & DEVICE RENEWAL...INGEST.. ARCHIVAL STORAGE..PRESERVATION METADATA

Optimal

eTrusted digital
repositories comply
with best practice
guidelines

*Proactive approach to
identify and address

long-term business
and archival records
preservation and
access challenges

*No digital records at
risk




Vision for Improved

Digital Preservation Capability

Name of Organization

(0) (1) (2) (3) (4)
o > @
S >0
| Governance @ >0
: ;8 From Minimal to
® > Intermediate
Capability within a
P 8 > O three year period —
@ O our VISION for
@ O incremental
' progress
! @ > O
O >
O > O
@ > O
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Summary —This | Believe

Digital preservation is a lifecycle management
concern and a shared responsibility

Digital preservation requires the skills, expertise,
and cooperation of cross-functional
stakeholders

It is possible to deconstruct aspects of digital
preservation to a level that is:
readily understood

can enable dialogue and planning for implementation
within the available resources of most organizations



Resources

Library of Congress — Sustainability of Digital Formats

https://www.loc.gov/preservation/digital/formats/intro/int
ro.shtml
NARA Digital Preservation Framework

https://github.com/usnationalarchives/digital-
preservation

NDSA Levels of Digital Preservation
https://ndsa.org//publications/levels-of-digital-
preservation/

Digital Preservation Coalition

Handbook - https://www.dpconline.org/handbook

Rapid Assessment Model -
https://www.dpconline.org/docs/miscellaneous/our-
work/dpc ram/2006- dpc-ram-v-1-offile




Resources authored by LAshley

Brochure - Why digital preservation matters to
records managers

Essential Guide — Preserving electronic government
records

White paper - Integrate Digital Preservation into
Your Information Governance Program (published in
ARMA Canada Sagesse, Winter 2020)

These materials have been provided as PDFs to the ARMA Greater Columbus
chapter for sharing along with this presentation deck.



Coming soon.... digital preservation for every archive

Learn more at preservica.com/startyourjourney

Institutional records

Amall University
Digital Archives

Welcome to Amall University's Digital Archivesi Homa to.

About us

COVID-19 collection
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Thank you for your time and attention.

www.DigitalOK.orc

se contact me with
questions, feedback, and for
additional DP resources




